1.

GreenRock Energy is committed to protecting personal data, maintaining the confidentiality, integrity,
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Data Protection & Data Security Policy

Purpose

and availability of information, and ensuring full compliance with the UK GDPR and the Data
Protection Act 2018. This policy outlines how personal data must be collected, processed, stored,
secured, and disposed of to safeguard the rights of individuals and support our operational needs.
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This policy applies to all employees, contractors, temporary staff, consultants, suppliers, and any third

Scope

parties who process personal data on behalf of GreenRock Energy.

3.

Legal Framework

Our obligations are governed by:
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UK General Data Protection Regulation (UK GDPR)

Data Protection Act 2018

Privacy and Electronic Communications Regulations (PECR)
Relevant industry guidelines and contractual obligations

Definitions

Personal Data: Information relating to an identified or identifiable individual.

Special Category Data: Sensitive data requiring additional protection (e.g., health, race,
biometric data).

Processing: Any action performed on personal data (collection, storage, use, disclosure,
disposal).

Data Subject: The individual to whom the data relates.

Data Controller: Determines how and why personal data is processed.

Data Processor: Processes data on behalf of the controller.

Data Protection Principles

GreenRock Energy adheres to the seven principles of UK GDPR:
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Lawfulness, fairness, transparency
Purpose limitation

Data minimisation

Accuracy

Storage limitation

Integrity and confidentiality (security)
Accountability
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Roles & Responsibilities

Senior Management: Ensures resources, oversight, and compliance.

Data Protection Lead / DPO (where applicable): Advises on compliance, manages data
subject rights, and oversees incident response.

Managers: Ensure team adherence to policy requirements.

Employees: Must follow all data protection procedures and complete training.

Third Parties: Must comply with contractual data protection clauses.

Lawful Basis for Processing

Personal data may only be processed where at least one lawful basis applies:
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We will:
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Consent

Performance of a contract
Legal obligation

Vital interests

Public task (rare for us)
Legitimate interests

Collection & Use of Personal Data

Collect only data necessary for a specific, legitimate business purpose
Clearly inform individuals about how their data will be used
Not use personal data for unrelated purposes without consent or a lawful basis

Data Subject Rights

Individuals have the right to:

Access their data

Rectify inaccuracies

Request erasure (where applicable)

Restrict processing

Object to processing

Data portability

Withdraw consent

Not be subject to automated decision-making

Requests must be acknowledged promptly and completed within one month unless
extensions apply.
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Data Retention & Disposal

Personal data will be retained only as long as necessary for business, legal, or regulatory

reasons.
Secure disposal methods must be used for both digital and physical data (shredding,
permanent deletion, certified destruction).

Data Security Measures

Technical Controls

Encryption of sensitive data

Multi-factor authentication (MFA)

Access management and least-privilege permissions
Regular software updates and patching

Firewalls, anti-malware, and intrusion monitoring
Secure backup and disaster recovery systems

Organisational Controls
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Mandatory data protection training
Confidentiality agreements

Secure handling of documents

Clear desk and clear screen practices
Authorised access only to protected areas

Data Breach Management

A data breach includes unauthorised access, loss, alteration, or disclosure of personal data.
GreenRock Energy will:

Report suspected breaches immediately to the Data Protection Lead
Investigate and document incidents

Notify the ICO within 72 hours where required

Communicate risks to affected individuals where necessary

13. Third-Party Processing

Where external partners process personal data on our behalf:

(GreenRock Energy is a trading name of Bennett Associates Consulting Limited).

A Data Processing Agreement (DPA) must be in place
Suppliers must demonstrate GDPR compliance
International transfers must use approved safeguards (adequacy, SCCs, etc.)
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14. Use of Personal Data for Marketing
Marketing communications will comply with PECR and GDPR.
Individuals may withdraw consent or opt out at any time.
15. Monitoring & Audit
We regularly monitor systems, conduct internal audits, and review this policy to ensure ongoing
compliance and continuous improvement.
16. Policy Review

This policy is reviewed annually or sooner if legislation, operational requirements, or identified risks
require updates.

Name: Jason Lloyd Position: Director

Signature: JLloyd Date: 01/01/2026
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